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1
JUST IN TIME LINK TRANSMISSION FOR A
MULTI-FREQUENCY MULTI-RATE
MULTI-TRANSCEIVER COMMUNICATION
DEVICE

GOVERNMENT RIGHTS

This invention was made with United States Government
support under Contract Number FA8750-11-C-0201. The
United States Government has certain rights in this invention.

RELATED APPLICATION

This application is related to U.S. patent application Ser.
No. 13/744,115, filed Jan. 17, 2013, titled “Interface and Link
Selection for a Multi-Frequency Multi-Rate Multi-Trans-
ceiver Communications Device” (attorney docket no.
3547.009USI), and to U.S. patent application Ser. No.
13/744,133, filed Jan. 17, 2013, titled “Multiple Parallel Link
Transmissions for a Multi-Frequency Multi-Rate Multi-
Transceiver Communications Device” (attorney docket no.
3547.010US1), both of which are filed concurrently herewith.

TECHNICAL FIELD

Embodiments pertain to communication systems. Some
embodiments relate to a communication network of multi-
transceiver network nodes.

BACKGROUND

There is continued demand to improve the performance of
wireless (e.g., radio frequency or RF) communication net-
works. For example, military applications can require multi-
cast transmissions of video information. Multicast transmis-
sions are messages that are transmitted simultaneously to
many target nodes from one source node. In contrast, unicast
transmissions are point-to-point from node-to-node. The
requirements of these multicast transmissions impose signifi-
cant demands on network capacity and delay in delivery.

One way to improve network capacity is to use network
communication nodes that have multiple transceivers, or a
multi-transceiver system. A multi-transceiver system often
involves a dedicated signaling channel and N=z1 data chan-
nels. All nodes of the system typically assign the same sig-
naling channel, which is intended for control packets. If a
node has more than one data link to its next-hop target, it may
use the channel with the highest signal-to-interference noise
ratio (SINR) or the next idle channel. However, one issue with
present multi-transceiver systems is that they typically focus
solely on unicast message traffic and do not accommodate
broadcast or multicast traffic. Broadcast traffic refers to trans-
mitting information received by every node on the network.
Multicast traffic refers to transmitting information to multiple
nodes on the network simultaneously, but to less than all
nodes. For systems with protocols that do accommodate
broadcast traffic, the broadcast traffic is typically sent using
the dedicated signaling channel or control channel. This can
limit the scalability of the network and reduce efficiency of
network node use.

Thus there are general needs for systems and methods that
improve communication network throughput and reduce
communication delay while improving network robustness.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of portions of an example of a
network node of a wireless communications network in
accordance with some embodiments;
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2

FIG. 2 illustrates an example of message packet routing in
accordance with some embodiments:

FIG. 3 shows an example of an implementation of neighbor
node and link profile structures in accordance with some
embodiments;

FIG. 4 shows an example of message packet clone creation
and processing; and

FIG. 5 is a flow diagram of operating a multi-transceiver
network in accordance with some embodiments.

DETAILED DESCRIPTION

The following description and the drawings sufficiently
illustrate specific embodiments to enable those skilled in the
art to practice them. Other embodiments may incorporate
structural, logical, electrical, process, and other changes. Por-
tions and features of some embodiments may be included in,
or substituted for, those of other embodiments. Embodiments
set forth in the claims encompass all available equivalents of
those claims.

As explained previously herein, there are advantages to
implementing a multi-transceiver network to improve net-
work throughput. Some networks provide for frequency-hop-
ping that allows a node to leverage multiple frequencies and
avoid jammed or busy channels. However, frequency hopping
is usually limited to unicast transmissions and is dedicated
between a single transceiver at the source and a single trans-
ceiver at the target.

Some networks, such as military application networks,
need to be quickly deployable self-building and adaptable.
Communication devices can use different communication
interfaces such as Bluetooth™, WiFi, Cellular 3G and 4G
networks, GPS etc. It is desirable for non-homogenous trans-
ceivers to communicate with different neighbor nodes, and
implement frequency-hopping using different neighbor
nodes and different communication channels. It is also desir-
able for network nodes to be able to adapt to a changing
network.

Network Architecture

FIG. 1 is a block diagram of portions of an example of a
network node 100 of a wireless communications network. In
some examples, the network node 100 can be included in a
cellular telephone. In some examples, the network node 100
is included in a wide area communications network. In certain
examples, the WAN include portable communication
devices. In certain example, the WAN is implementable for
battlefield applications.

The network node 100 communicates with other network
nodes via the communication network. The physical layer or
PHY layer 105 includes a plurality of wireless transceivers
(not shown). The network node 100 also includes a controller
110. The controller 110 can include modules and sub-mod-
ules to perform the functions described. A module can include
hardware, firmware, or software or combinations of hard-
ware, firmware, and software. The controller 110 can include
aprocessor such as a microprocessor or other type of proces-
sor to perform software or firmware instructions.

The controller 110 includes a medium access control
(MAC) module 115 to control access to communication chan-
nels via the transceivers. MAC module 115 interfaces to a
dynamic spectrum access (DSA)module 120. The DSA mod-
ule detects or finds acceptable frequencies for communica-
tion and evacuates channels where non-cooperative signals
(NCs) are detected. Examples of NCs include jamming sig-
nals or noise. The DSA module 120 can reconstitute a net-
work topology to avoid NCs and can make the network free of
NCs.
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The MAC module 115 includes a link maintenance (LM)
module 125. The LM module 125 performs neighbor node
discovery across frequencies and data rates and creates links
on which to reach neighbor nodes. The LM module 125 ofthe
network node 100 can include a frequency assignment (FA)
sub-module (not shown) to assign frequencies or channels to
the multiple transceivers to maintain a connected network.

The MAC module 115 also includes a packet management
(PM) module 130. The PM module 130 provides a point of
interface to a Routing module 150 for message packet rout-
ing, queue management and message aggregation. The PM
module 130 also determines a set of links that are used to
reach the next-hop targets for frequency hopping. The Access
module 135 arbitrates access to the channel using a variation
of Carrier Sense Multiple Access with optional Collision
Avoidance (CSMA/CA). Each transceiver of the multiple
transceivers is controlled by a separate Access Worker sub-
module or thread 140A-D. The group of worker threads is
coordinated by an Access Controller sub-module or thread
1115.

A challenge is to find the best combination of transceivers
on which to send multicast or broadcast packets.

A. Dynamic Spectrum Access

The nodes of the network can be cognitive radios that form
a self-constructing network that can operate in the presence of
NCs. The DSA module 120 provides frequency channels (and
their bandwidth) for assignment by the MAC module 115
while conforming to the regulatory policy of the network.
Reasoning by cognitive radio refers to interpreting regulatory
policy and results from channel sensing to determine whether
a frequency can be used for communication. Channelization
by cognitive radio refers to creating usable channels out of
ranges of frequencies determined by the Reasoning. In order
to provide service under the presence of NC conditions,
jammed frequencies are detected and evacuated in an orderly
manner. Sensing by cognitive radio refers to quieting the
nodes within a two-hop node radius and listening for activity
on the communication medium. The results of Sensing are
passed to Detection for spectrum evaluation and identifica-
tion of NCs. Finally, Evacuation and Reconstitution by cog-
nitive radio is responsible for abandoning a jammed channel
and connection of a network node on undisturbed communi-
cation channels. In some examples, the DSA module 120
performs the Reasoning and the Detection functions of cog-
nitive radio, and the MAC module 115 can include a Chan-
nelization sub-module, a Sensing sub-module and an Evacu-
ation and Reconstitution sub-module to perform those
functions of cognitive radio. Other divisions of the functions
of cognitive radio are possible.

1) Reasoning: The DSA module 120 chooses frequencies
to use for communications while conforming to a regulatory
policy. The regulatory policy can be an ontology describing
which frequencies may be authorized for a given geographi-
cal area or within a regulatory domain. The regulatory policy
may be complex and can change with time. The network node
100 listens for other authorized users (called “primary users”
or “non-cooperative users”), and refrains from transmitting
on the frequencies if the users are present. Reasoning may
include parsing one or more of the regulatory policy, NC
detection and physical characteristics of a channel to deter-
mine and prioritize frequencies that may be assigned by the
MAC module 115.

2) Channelization: The Channelization sub-module may
break down frequency ranges into channels (e.g., a center
frequency and a bandwidth) that can be assigned to physical
multiple transceivers. The Channelization sub-module may
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ensure that the maximum number of non-overlapping non-
interfering channels can be created out of the available fre-
quencies.

3) Sensing: At the core of cognitive radio is a key compo-
nent of a regulatory policy that proposes that a spectrum or
section of spectrum be used on a secondary basis when the
primary user is not using it. Thus, the Sensing function of
cognitive radio checks for active primary users and other
non-cooperatives. The DSA module 120 may send requests to
the MAC module 115 to schedule sensing time. For each
sensing interval, the DSA module 120 may provide a list of
channels to sense and the sensors to be used. The MAC
module 115 may hush the frequencies that are in use within a
two-hop radius of the network node 100. To hush the frequen-
cies, the MAC module 115 may broadcast control messages
called Defer To Sense (DTS), which may indicate the time to
the next sensing period and the duration of the sensing. Net-
work nodes may try to coordinate their sensing periods to
increase channel utilization. Finally, the MAC module 115
engages the sensors whose results are then passed to the
Detection by the DSA module 120 for spectrum evaluation.

4) Detection: The DSA module 120 uses the sensing results
to determine whether a channel should be evacuated. The
DSA module 120 may examine energy in either large swaths
of spectrum or narrow bands and may characterize non-co-
operative signals (i.e., non-network nodes, primary/legacy
users of the spectrum, jammers), network node chatter and the
channel’s noise floor.

5) Evacuation and Reconstitution: As a result of perform-
ing Sensing and Detection, the DSA module 120 creates and
maintains a dynamic list of channels for the MAC module 115
to assign to transceivers. When a previously allowed channel
becomes disallowed due to anon-cooperative, the MAC mod-
ule 115 is immediately informed so that Evacuation and
Reconstitution can be performed. The Evacuation and Recon-
stitution sub-module performs these tasks when a frequency
is removed from use. A key part of Reconstitution is to pro-
vide multiple channels to the MAC module 115 and to per-
form robust connectivity so that the loss of any channel does
not partition the network. Only systems with multiple trans-
ceiver nodes can provide continuous network connectivity at
a time of Evacuation. Special control packets sometimes
referred to as Heartbeats or Beacons can carry the necessary
connectivity information between network nodes.

B. Link Maintenance (LM)

The LM module 125 may perform one or more of discov-
ering new directly reachable nodes (sometimes called “neigh-
bors™), dynamically assigning frequencies to transceivers,
tracking the communication links to neighbors available on
those frequencies and advertising the communication link
status to the Routing module 150 for packet routing. The LM
module 125 can include an FA sub-module. The FA sub-
module can assign multiple frequencies to each network
node, which can greatly increase network capacity.

1) Frequency Assignment in Multi-Transceiver Systems:
The FA sub-module may assign distinct frequency channels
to each available transceiver in a manner that achieves the
desired network connectivity and network properties. This
allows the network to adapt the assignments to the dynamics
of'the network neighborhood and of Non-Cooperative signals
(NCs), and facilitates blind neighbor discovery.

When the network node 100 is activated, it may first
attempt to discover other nodes and their frequency assign-
ments. The FA sub-module may start this process by “soft-
assigning” the first available transceiver to a randomly chosen
frequency and sending periodic probe messages. Between
sending the probe messages, the network node may listen for
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message packets from neighbors while cycling through its
available frequencies (e.g., “scanning”). Network nodes may
exchange information about their frequencies and assign-
ments through Heartbeat messages. After a network node
discovers its neighbors and learns their assignments, it “hard-
assigns” the first transceiver to the eligible channel (as
defined by the eligibility functions discussed below herein)
with the most potential neighbors.

The FA sub-module may perform a channel selection algo-
rithm using different eligibility functions, and using the dif-
ferent eligibility functions results in different network topolo-
gies. The purpose of channel eligibility is to decide which
channels are eligible for assignment according to a given or
specified design constraint. The different eligibility functions
can be designed and implemented such that one eligibility
function may be replaced with another eligibility function
without affecting the rest of the functions of the FA sub-
module. Some examples of eligibility functions include a
Clique Eligibility Function, a Tile Eligibility function and a
Blanket Eligibility Function.

The Clique Eligibility Function provides topological fre-
quency separation. A channel C is deemed to be an ineligible
channel if another transceiver has already been assigned the
channel, or if such an assignment would result in a two-hop
path involving nodes X-Y-Z, where all three nodes have chan-
nel C as one of their transceiver assignments. Identifying
Cliques of nodes where the nodes cannot all be assigned a
specific channel eliminates hidden terminations because
there are no situations where a node that is two hops away is
sharing the same frequency. However, forming Clique Eligi-
bility can result in a disadvantage in multi-rate network envi-
ronments where only one frequency per transceiver of a
Clique can be assigned within an area equal to a lowest data
rate (LDR) communication range, because the LDR commu-
nication range often includes the whole network.

The Tile Eligibility Function spreads neighbors among
available transceivers. The channel C is deemed eligible if the
number of one-hop neighbors using C is less than the tile size.
The tile size is defined as a network node’s number of neigh-
bors divided by its number of transceivers. As neighbors
appear and disappear, a network node’s tile size may change
over time. There can be a trade-off between updating trans-
ceiver assignments to the top eligible or most desirable chan-
nel and the cost of un-assigning and re-assigning channels on
atransceiver. The algorithm of the Tile Eligibility Function is
designed to update a transceiver channel assignment only if
the neighborhood changes beyond a predetermined threshold
(e.g., a number of channels of neighbor nodes are changed
that exceeds a channel change threshold).

The Blanket Eligibility Function is designed to ensure
end-to-end connectivity. When using Cliques or Tiles, with a
limited number of frequencies and a limited number of trans-
ceivers, the network may become partitioned. To avoid this,
one transceiver can be assigned a “Blanket” channel. The
Blanket assignment, usually to the channel with the best RF
properties, attempts to dynamically find a common frequency
across all neighbors and by extension across the whole net-
work. This is not a predetermined frequency, but merely a
common channel to the neighbors. The communication net-
work will still work if there is no assigned Blanket channel,
because the network can still be connected with transceivers
assigned only through Clique or Tile Eligibility.

The FA sub-module can also perform an Evacuation and
Reconstitution function. The evacuation and reconstitution
procedure can be executed whenever a Non Cooperative (NC)
(e.g. a jammer) occupies a channel. The procedure of evacu-
ation and reconstitution can include assigning the transceiver
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that is on a jammed frequency a new allowed channel and
communicating the channel switch to neighbors through
Heartbeat messages.

2) Neighbor and Link Maintenance in Multi-Frequency
Systems: The LM module 125 may perform a second task to
manage relationships with neighbors and the communication
links on which to reach the neighbors. The concurrent assign-
ment of multiple transceivers of a network node often means
that one neighbor can be reachable via two or more channels.
The LM module 125 can differentiate and characterize these
links by creating link profiles, which are a unique parameter-
ized description of the communication link. A link profile
indicates link characteristics of'a communication link and can
include one or more of an indication of communication chan-
nel frequency, target node coverage by the communication
channel, data rate of the communication, and the bandwidth
of the communication channel. Link profiles can provide an
abstract representation of the communication channel, data
rate, even interface (e.g., neighbor nodes), that allows a multi-
frequency, multi-rate and multi-transceiver network node to
compare and work with very different entities.

The LM module 125 can discover and bring up neighbors
of the network node 100 on certain link profiles if the com-
munication link is bidirectional and stable. Heartbeat mes-
sages can be used to determine bi-directionality of the link
and the current status of the link (e.g., the link being up, down
or attempting to come up). A Heartbeat message can list a
network node’s neighbors, the transceiver assignments of the
neighbors and their link status to them. The LM module 125
can use a received Heartbeat to bestow a configurable number
of “points” to the status of the communication link. The
number of points bestowed during a configurable (e.g., pro-
grammable) window can be used as a “score” that is com-
pared against one or more of an up threshold score and a down
threshold score to estimate link stability and determine link
status. In addition, link quality to individual neighbors can be
scored based on quantized Heartbeat received signal strength
indication (RSSI), which is itself based on the physics of
individual frequencies and the environment.

The LM module 125 can calculate a link cost to commu-
nicating to a neighbor using one or more of determined link
quality, data rate and whether the neighbor has a Blanket
channel assignment. The LM module 125 may assign a higher
link profile cost to LDR links than high data rate (HDR) links
because LDR transmissions incur significantly more conten-
tion than HDR transmissions. The LM module 125 may
assign a greater cost to a Blanket channel link in anticipation
that the Blanket channel link experiences greater contention
than other links. Thus, for the Blanket channel case, the LM
module 125 assigns a higher costto a link profile that provides
coverage to all neighbor nodes and assigns lower costto a link
profile with coverage to less than all of the neighbor nodes.

The LM module 125 may maintain one or more tables of
neighbors and link profiles. These tables may include cross-
reference information of link profile costs to neighbors. The
minimum link cost to each neighbor can be shared with the
Routing module 150 that is primarily concerned with finding
the cheapest route to all destinations in the network. In some
examples, the LM module 125 can share information about
every link to each direct neighbor with the Packet Manage-
ment module 130 that maps message packet one-hop target
nodes to the assigned transceivers.

3) Link and Route Maintenance in Multi-Rate Systems:

a) Hello Messages: In multiple data rate systems, network
nodes may maintain several link profiles to each one of their
neighbors. Heartbeat messages typically fill the role of deter-
mining the characteristics of the link profiles, but Heartbeat
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messages can increase in size with network density. Mainte-
nance of LDR links poses a problem of scalability for dense
networks: each node within LDR range may send Heartbeat
messages that can become large and which are transmitted at
low data rate. To improve scalability of the network, the
network node 100 can intersperse “Hello” messages with
Heartbeat message. Hello messages are shortened Heartbeat
messages that can be used to score link stability, while Heart-
beat messages provide additional information regarding link
bi-directionality. In some examples, the LM module 125
sends a Heartbeat message for a specified (e.g., programmed)
multiple of the Hello message transmission period.

b) Link State Routing: By interleaving of Heartbeat mes-
sages with Hello messages, the Heartbeat messages are
largely scalable because they can be broadcast to only one-
hop neighbors. Adopting a Link State routing protocol in the
network allows Heartbeat messages to be used for many
annex purposes, such as link quality estimation, frequency
assignments and neighbor node discovery. Link State routing
may periodically flood link profile costs to build a view of the
entire network. With the link profile cost information, each
network node can perform a shortest-path algorithm and con-
struct a tree to reach every target node destination at lowest
cost, whether the costing is assessed by the hop count or by
another metric such as data rate.

C. Packet Management (PM)

A message packet received at the network node 100 may
identify the transmission mode (e.g., unicast, multicast, or
broadcast) for transmitting the message packet from the net-
work node 100, and may identify the target nodes for the
transmission. All message packets outgoing from the network
node 100, originated at the MAC module 115 or otherwise,
are handed to the PM module 130, which manages priority
queues for each transceiver. The PM module 130 interacts
with the Access Controller thread 145 to which it feeds the
next packets to be transmitted on each transceiver.

1) PM Queues: Each transceiver is allocated a priority
queue made of p FIFO buffers, where p is a positive integer
and is the number of packet priorities defined in the system.
For instance, the network may define ten priorities and Heart-
beats/Hellos are given a higher priority for transmission than
video traffic. The length of the priority queues can be config-
urable and can be specified such that the inherent delays at
underlying layers (e.g., Access Controller. Access Worker
and PHY layers) are abstracted. Packets waiting to be trans-
mitted in the priority queue can also be aggregated by the PM
module 130.

2) PM’s Neighbor Cover (NbrCvr): The PM module can
map a message packet’s next-hop target nodes to a set of link
profiles assigned to the network node’s transceivers. This task
is handled by the NbrCvr process of the PM module 130.
Multicast packets are particularly challenging because there
usually exists more than one set of link profiles to cover all
targets. The PM module 130 identifies a link profile solution
set that includes a set of link profiles corresponding to com-
munication links such as for multicasting of the message
packet. The link profile solution set minimizes a certain cost
function while maximizing coverage of all the network node
targets. Identifying the solution set is akin to a solving a
constrained set cover problem that is NP-complete. Con-
straints on the solution reflect the nature of multi-frequency,
multi-rate, multi-transceiver networks. For instance, link pro-
files of LDR links may cover many or all target nodes but are
highly undesirable from a channel access perspective because
they can increase contention. The NbrCvr process of the PM
module 130 receives the list of neighbors, link profiles and
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link costs from the LM module 125 and may use a greedy
algorithm to determine the best link solution set to reach the
next-hop target nodes.

FIG. 2 illustrates an example of message packet routing
taking into account multiple data rates of available commu-
nication links. In the Figure, HDR links (a-b), (a-c), (c-d),
(b-e) and (d-e) are assigned lower link profile costs than LDR
links (a-d) and (a-e) because of LDR contention. The example
shows the case when a network node (u) has a LDR-only
neighbor node (e) that it can also reach through a multi-hop
HDR route. Node (a) will originate and send LSUs even
though it has no use for the LDR link as it will route unicast
packet messages through the lower profile cost multi-hop
route of (a-c-d-e).

The PM module 130 maps the link profiles of the link
profile solution set to at least a portion of the plurality of
transceivers, and initiates transmission of the message packet
using the communication links corresponding to the link pro-
file solution set. The PM module 130 may clone the original
message packet to go out on different communication links,
and may track the clone and parent packet transmissions.

3) PM’s Just-in-Time (JIT):

A clone of a message packet may spend significant time
enqueued in one or more transceiver queues if the packet load
is greater than MAC capacity or if the local network around a
node is experiencing contention or broken connectivity. By
the time a clone is going out on a transceiver, the local net-
work and therefore the link profile solution set for the clone
may have changed. For example, the local network may
change because a target node may no longer be a direct
neighbor of the network node 100, a target node may be
reachable using a different link profile, or a link profile may
have been assigned to a different transceiver. In typical fre-
quency-hopping systems or in typical multi-transceiver sys-
tems, these events could cause unnecessary message retrans-
missions, could increase delays, and reduce packet deliveries.

In order to ensure that clones are still valid at the time they
are committed to transmission by the Access module 135, the
queues for the transceivers can be split into multiple priority
queues, such as a long and short set of priority queues or a set
of first-level queues and a set of second-level queues. Clones
of messages can be first placed in the first level (e.g., long)
queues where they may experience a delay in being sent. A JT
process of the PM module 130 performs a second NbrCvr
algorithm look-up (the “JIT look-up”) when a clone reaches
the bottom of its first-level or long queue. The mapping of
transmission of the clones to transceivers is updated accord-
ing to the latest link profile solution set before transmission of
the clones is initiated. Transmission of the clones can be
initiated when they are placed in the second-level (e.g., short)
queue from where they will not be removed until their immi-
nent transmission using the Access module 135 and the PHY
layer 105. Although the priority queues have been described
in terms of short queues and long queues, the methods would
still be valid if the transceivers were assigned two queues of
similar size or capacity. In some embodiments, a long queue
can bebypassed to speed up transmission of a message packet
or for debugging purposes.

Tracking of the clones, the target nodes, the link profiles,
and the transceivers is particularly challenging in a network
environment with broadcast traffic. Message packets may
have multiple targets and may be broken into various clones
that may go out on their assigned transceiver/channel at dif-
ferent points in time. Changes to the network, when they
occur, may concern all or only parts of the link profile solution
set and care is taken so that the JIT process reaches the
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message packet’s targets at least once while minimizing the
total number of transmissions.
D. Access

The Access module 135 of the network node 100 is com-
posed of an Access Controller sub-module 145 and an Access
Worker sub-module per transceiver. The functionality of the
Access Worker sub-modules is identical except they service
different transceivers. The Access Controller sub-module 145
assigns the channels for each transceiver Access Worker sub-
module based on commands received from the FA sub-mod-
ule of the LM module 125. In turn, the Access Worker sub-
modules may interact with a PHY layer Application Program
Interface (API) that may provide transmit, receive and trans-
ceiver tuning capabilities.

The network medium access protocol can be based on
Carrier Sense Multiple Access with optional Collision Avoid-
ance (CSMA/CA). An approach to medium access using
CSMA can be found in IEEE standard 802.11. Access Worker
sub-modules that control an unassigned transceiver may per-
form the channel scanning function described elsewhere
herein. Otherwise, message packets can be pulled from short
queues of the transceivers by their corresponding Access
Worker sub-module. The short queues of the transceivers are
different from the priority queues. Pulling the message pack-
ets using an Access Worker thread allows transceivers to run
CSMA/CA independently. To increase reliability in transmis-
sion, in some examples Access Worker sub-modules send
broadcast packets twice.

For unicast message packets, the acknowledge (ACK)
mechanism can depend on the Class of Service (CoS)
assigned to the packet by the PM module 130. For Unreliable
CoS, no acknowledgement is expected when sending a uni-
cast message packet. Conversely, for the Reliable CoS, the
number of transmission attempts can be configurable, which
allows the sending network node to be wait-blocked waiting
for an ACK. The network or system may define a promiscu-
ous unicast transmission mode in which all neighbors keep
the message packet if they receive it. Only the neighbor node
specified as the unicast target node is tasked with sending an
ACK frame to the promiscuous unicast transmission if
requested. Transmission results can be returned to the PM
module 130 for message packet disposal.

The Access module 135 may support an over-the-air QoS
differentiation scheme, which allows higher priority traffic to
gain quicker access to a channel. The MAC module 115 may
prioritize channel access where each level of priority has a
separate minimum and maximum priority contention window
(e.g. a higher priority level receives a lower contention win-
dow). A back-off mechanism for each priority level may
follow similar rules.

Multi-Frequency Systems

The issue of neighbor node coverage in system that uses
multiple frequencies concurrently on parallel transceivers is
especially acute for broadcast message traffic. For broadcast
traffic, it may be desirable for the MAC module 115 to reach
all one-hop destinations with as few transmissions as needed
and make use of redundant links in a dynamic environment.
The NbrCvr process of the PM module 130 provides coverage
of'next-hop targets in the frequency space. The JIT process of
the PM module 130 provides temporal consistency of the
target node coverage.

A. PM’s NbrCvr

The PM module 130 uses the NbrCvr process to map target
nodes for a message packet to a set of link profiles (called the
“link profile solution set” or more simply “solution set”) on
which to reach the target nodes. The PM module 130 receives
neighbor and link profile information from the LM module
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125, including a link profile cost of each neighbor on particu-
lar communication links. The NbrCvr process can be imple-
mented as a software module in the PM module 130 and a call
to the NbrCvr process can include the list of next-hop target
node identifiers (IDs). The NbrCvr process determines a link
profile solution set that includes one or more communication
channels that maximize coverage of the target nodes at mini-
mized cost.

FIG. 3 shows an example of an implementation of neighbor
node and link profile structures maintained by the NbrCvr
process. The link profile structures can include lists of direct
neighbor nodes of the network node 100, link profiles, and
cross references of the link profiles that can be used to reach
neighbors. Note that information on the network node 100
itself may be included in the data structures. The NbrCvr
process can use a specialized greedy algorithm (described
elsewhere herein) that tries to cover all target nodes for a
message packet and returns the link profile solution set for the
target node coverage. The link profile solution set can be
stored as an array stored in memory. An example of such an
array may include the following for a link profile that is at
least part of the solution set: the ID of the link profile, the
number of target nodes covered using the link profile, the IDs
of the target nodes, the transmission mode (e.g., unicast or
broadcast) of the clone message packet if the link profile is
used to send a clone rather than a parent message packet, and
the promiscuousness of the clone (e.g., promiscuous unicast
or not).

The link profile solution set can be entered into a cache
memory. This can prevent running the NbrCvr greedy algo-
rithm over again for the same set of target nodes. The PM
module 130 can check for a cached solution set before calling
the NbrCvr process. The NbrCvr process of the PM module
130 may assess whether a broadcast message packet should
be converted to a set of unicast or promiscuous unicast mes-
sage packets. If so, the PM module 130 may clone as many
copies of the parent packet as there are unicast and broadcast
frames on each link profile. The PM module 130 can manage
transmission of the clone message packets as communication
links and target nodes change status to up and down.

1) Destinations:

A call to the NbrCvr process may specify one or more of
the following: an address of a target node for a unicast mes-
sage packet, a list of target nodes for a multicast message
packet, a list of target nodes for a broadcast message packet,
and a specific link profile ID (for no target destination).

In the case of a unicast packets and multicast packets, the
NbrCvr greedy algorithm will attempt to cover the specified
targets. Otherwise, for a broadcast packet, the NbrCvr pro-
cess keeps track of the direct neighbors of the network node
100 to translate the packet’s broadcast address destination
into a list of target IDs. The NbrCvr process then treats the
broadcast packet in the same manner as it would a multicast
packet.

Heartbeat message packets and Hello message packets are
handled differently because the link profile ID of the trans-
mission matters more than the target destinations; some of
which may be unknown. These message packets typically are
transmitted according to a specific link profile that they main-
tain. For these packet, the NbrCvr process may bypass the
coverage algorithm and simply ensure that it has the link
profile ID specified by the Heartbeat or Hello in its store (e.g.,
memory). In this case, the NbrCvr may then return without
running its coverage algorithm.

2) NbrCvr Algorithm:

The NbrCvr algorithm may start by parsing the list of target
destinations and filling a neighbor node Cost Table (herein-
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after “Cost Table”) that contains link profile coverage and link
profile cost. Link profile cost can be determined using link
characteristics. Some examples of link characteristics that
can be used to determine link profile cost include the target
node coverage and the data rate. A higher link profile cost can
indicate a less desirable link profile for transmitting the mes-
sage packet.

Table I is a representation of an example of a Cost Table
generated by the PM module 130 and used by the NbrCvr
process to determine a link profile solution set.

TABLE I
Sec| Nbrs Ny N, AggCost nCov
0 LP, Coo Con 3G, 1C
LP, Cro C, sC, 1C,
1 P,  Cy C,, =C, 1C, |

In the Table, N,, ~4 ieN, is the set of targets, which may be
reached by each link profile LP; ¢ ieN ata costof C, . A cost
of C;,=0 means that neighbor i is not available on link profile
Js (LP)). The aggregate cost (AggCost) can be a function of all
costs of LP, to the target nodes. In the example shown in the
Table, the function is the sum of all costs, but the function
could include the average cost, median cost or a cardinality to
represent different network constraints. The number of tar-
gets covered by a link profile (nCov) is used to break ties that
occur when the aggregate cost is determined to be the same
for two or more link profiles.

A link profile can be selected according to lowest link
profile cost from among unselected link profiles of the cost
table. For example, the Cost Table may order the link profiles
according to the link profile costs and the link profiles are
examined in order according to the table. The NbrCvr algo-
rithm can include traversing the Cost Table (e.g., iteratively)
to examine each link profile and determine whether node
coverage by the link profile is still needed to cover all targets.
However, the NbrCvr algorithm differs from a traditional set
cover greedy algorithm in which an element (here a link
profile) with the maximum coverage would be selected at
every iteration. This is because link characteristics such as
blanket channel assignments and multiple data rates impose
new constraints that preclude the NbrCvr process from using
existing greedy algorithms.

In the absence of NCs and when implementing a normal
blanket network interconnection, all network nodes assign
one transceiver to the Blanket communication link. In this
case, not only is the blanket channel expected to be more
frequently used (because of availability to all nodes), a net-
work node may reach every one of its neighbor nodes using
only the Blanket link. A typical greedy algorithm would
always select the link profile assigned to the Blanket link,
thereby increasing contention on the Blanket channel. There-
fore, an NbrCvr algorithm should recognize the network envi-
ronment in which it has been implemented. The NbrCvr pro-
cess considers Blanket link profiles, if available, as less
desirable for packet transmission than non-Blanket (e.g., Tile
or Clique) link profiles.

The Cost Table of NbrCvr can be divided into non-Blanket
and Blanket sections (Sec in the Table) that can include the
relevant link profiles that can represent the constraints
imposed by the network. The non-Blanket section can be
above the Blanket section (or otherwise placed in a position of
earlier consideration). This causes, all other things being
equal, any Tile or Clique link profiles to be considered first.
Within the same section of a Cost Table, link profiles can be
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ordered according to increasing aggregate cost such that less
costly links may be considered before the other links. If two
link profiles happen to have the same aggregate cost, NbrCvr
can use the number of neighbors reached using the link profile
to break the tie.

More network nodes can be disrupted when a unicast
packet is sent on a link profile connected to more neighbor
nodes. On the other hand, multicast or broadcast packets may
reach more target nodes if the link profile is well connected.
Therefore, NbrCvr may favor link profiles with fewer neigh-
bors for unicast packets, and favor link profiles with more
neighbors for multicast and broadcast.

The NbrCvr algorithm may start with an empty link profile
solution set S=0, and may traverse the Cost Table by rows,
section by section, and link profile by link profile. The
selected link profile is added to the link profile solution set
when the selected link profile increases the number of target
nodes covered by the link profile solution set. For the case
when the next lowest cost link profile examined by the
NbrCvr algorithm covers at least all the neighbors already
covered (e.g., the target nodes covered by the previously
selected link profiles are a subset of the target nodes covered
by the currently selected link profile), the link profiles cur-
rently in the link profile solution set S are dropped or other-
wise removed. If the target nodes cannot all be covered using
the link profiles within the section Cost Table currently being
examined, the NbrCvr algorithm may advance to the next
section in which it orders the link profiles. The NbrCvr pro-
cess may stop once all target next-hop neighbors are covered,
possibly before all the link profiles in the Cost Table have
been examined. In some examples, the NbrCvr process stops
when traversal of the Cost Table is completed. For this situ-
ation, the NbrCvr process may generate an indication of the
target nodes not covered by the link profile solution set

Whenever a link profile LP, is considered for adding to the
link profile solution set S, the NbrCvr algorithm may iterate
through the solution set S to look for redundant node coverage
by other link profiles in the solution set. If the coverage by a
link profile LPeS is found to be included in the coverage
afforded by LPk, LPj may be purged from the solution set S.
This allows redundant link profiles to be eliminated to when-
ever a link profile is considered to be added to the solution set
S. Removing redundant link profiles can remove unnecessary
packet transmissions.

3) Pseudo-Code and Example:

The Appendix includes an example of pseudo-code of an
example of an NbrCvr greedy algorithm. The pseudo-code
example is simplified for space and to simplify explanation.
When determining whether coverage provided by a link pro-
file is needed, the implementation of the NbrCvr algorithm
makes optimizations aimed at traversing a Cost Table only
once to determine a link profile solution set.

Table 11 is another representation of an example of a Cost
Table generated by the PM module 130. Table I1 is an example
of'a Cost Table filled by a PM module 130 of a network node
100 attempting to send a packet to five neighbors {N,,N,,N,,
N;, N,} on four link profiles (LP,, LP,, LP,, LP,, LP;).

TABLE II
Sec| Nbrs Ny N, N, N, Ny AggCost
0 LP, 1 1
LP, 1 1 2
LP, 2 2 4
1 LP; 3 3 3 3 12
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The Cost Table in the example includes two sections: Sec-
tion O for Tile or Clique assignments and Section 1 for Blan-
ket assignments. A description of operation of an NbrCvr
greedy algorithm on the Cost Table follows. The notation
cov(LPj) denotes target node coverage by link profile j (LPj),
and cov(S) denotes target node coverage by the solution set S.

1) [Examine New Section 0] LP, brings additional cover-
age to (empty) solution set S: add LP, to S.

=>={LP,} and cov(S)=[0, 1, 0, 0, 0], where “1” signifies

coverage of neighbor node N .

2) LP, brings additional coverage to solution set: add LP,
to S.

Tteration through S to determine redundant coverage:

1) cov(S)-cov(LP,)<cov(S): keep LP, in S.

=>S=[LP,; LP,] and cov(S)=[1, 1, 1, 0, O].

3) LP, brings additional coverage to solution set: add LP,
to S.

Iteration through S:

1) cov(S)-cov(LP,)=cov(S): remove LP,.

i1) cov(S)—cov(LP,)<cov(S): keep LP;.

=>8={LP,; LP,} and cov(S)=[1, 1, 1, 1, 0].

4) [Examine New Section 1] LP; brings no additional cov-
erage to solution set S.

=>8={LP,; LP,} and cov(S)=[1, 1, 1, 1, 0].

In this example, N, cannot be covered by any link profile.
The NbrCvr process found the two link profiles that could
cover all reachable targets at the lowest cost.

4) Solution Set Caching:

NbrCvr can be called for every packet transmission, and
many of the packets are intended for the same target nodes.
This may place an undue burden on the NbrCvr process to
recalculate identical solution sets many times. A cache can be
implemented, such as in a specified area of memory, by the
NbrCvr process and the cache can be checked for valid solu-
tion sets before attempting to run through the greedy algo-
rithm. The NbrCvr process can use a stored link profile solu-
tion set on a subsequent message packet when the target
nodes of the subsequent message packet match the target
nodes of the stored link profile solution set.

The cache can be indexed by a signature of the list of
targets. Different target lists map to different cache entries
through a hash function. To be consistent across message
packets, the list of targets can be ordered by node ID so that
Target nodes out of order lead to the same cache entry and
same link profile solution set. When a change in the nodes that
neighbor the network node occur, the cache can be flushed or
otherwise cleared of link profile solution sets stored in the
cache. Some examples of a change to cause a cache flush
includes a neighbor node appearing or disappearing on a link
profile, a fluctuation in link profile cost, etc. In effect, anytime
the LM module 125 calls the NbrCvr process of the PM
module 130 to modify the neighbor or link stores, the cache
can be invalidated.

5) Techniques for Non-Unicast Transmissions:

Over-the-air broadcast transmissions are necessarily sent
unreliably because a packet source does not know whether the
packet has been successfully received by the destination
nodes. The NbrCvr of the PM module 130 may include tech-
niques to bring a higher degree of delivery reliability to broad-
cast transmissions. Two examples of these techniques are
“broadcast branching” and “K-reliability.”

a) Broadcast Branching:

A disadvantage of multicast traffic is its dependence on
unreliable one-hop broadcast transmissions. Routing trees
can be built such that one target (usually close to the traffic
originator) is a relay node for a number (e.g., tens) of other
multicast targets. When the number of one-hop targets is
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relatively high, the Routing tree can adjust to delivery failure
since the message packet will be widely repeated. On the
other hand, for a packet loss to two or three target nodes
multicast traffic does not provide for packet recovery and the
data cannot be delivered to the rest of the Routing tree.

Broadcast branching converts a multicast message packet
sent to N=0 targets into N clones of the message packet and
transmits the N clones as N promiscuous unicast packets. The
PM module 130 may use 0;=2, which means that a packet
intended for one or two targets will be carried by as many
promiscuous unicast packets as targets. The “promiscuous-
ness” ensures that a node keeps and processes a packet that is
intended for another target.

b) K-Reliability:

The K-Reliability technique hypothesizes that multicast
transmission failure occurs because most or all target nodes
experience a collision with one other message packet. If a
unicast packet could be sent to one of the afflicted targets,
other nodes experiencing failure would benefit from the ensu-
ing retransmission attempts. K-Reliability picks K targets
from among packet’s N next-hop destinations to be a proxy
for the overall status of the multicast transmission. Any of the
K target nodes that successfully receive the packet message
initiates an acknowledge message packet. K-Reliability con-
verts a multicast packet with N targets into min(K; N) pro-
miscuous unicast packets, where K may be configured to any
integer (e.g. some reasonable values for K are 1, 2 or 3). As
described previously herein, the MAC module may attempt
two transmissions for broadcast packets. A value of K=1, can
cause one to two over-the-air transmissions, depending on the
outcome of the first attempt. By the same logic, K=2 will
match or exceed the number of transmissions of regular
broadcast packets.

B. PM’s JIT

1) Packet Cloning

To reach all of the target nodes of a message packet for a
multicast or broadcast transmission, parent packets can be
broken into multiple clones enqueued on the transceivers
identified in the link profile solution set returned by the
NbrCvr process. As the long queues of the transceivers fill up
and become busy due to increased contention or load, the
original link profile solution set for a packet coming out of the
long queue may have changed, as would be common when
transceivers go in and out of the busy state. The JIT process
helps prevent unnecessary transmissions to network nodes
that have recently become unavailable on a transceiver or for
the reverse situation when a neighbor node has become avail-
able to a transceiver.

Clones of multicast packets can be particularly challenging
to track. This is because they can be converted to a multitude
of unicast and broadcast packets to reach their target nodes;
all of which may be placed on transceivers whose queue
levels vary widely. By the time a clone leaves a long queue of
a transceiver, any combination of the following may have
already happened: a) the original link profile to be used to
transmit the clone message packet may have moved to a
different transceiver; b) the target nodes of the clone message
are no longer reachable from the network node 100 or must be
reached by changing the transmission mode to a unicast trans-
mission; ¢) a fellow clone has already covered the target
nodes; d) the set of target nodes has changed and a new clone
message packet is needed, etc.

The JIT process of the PM module 130 tracks the clones of
an original parent message packet using information stored in
a data structure that can be referred to as UserContext. The
data structure can include one or more of the following:
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the number of outstanding clones for the parent message

packet,

a time-stamp of when a clone is placed in a long queue,

a list of pending clones for the parent message packet,

the target nodes already reached,

the transmission results of a clone, and

a pointer to the parent packet.

2) JIT Look-Up:

JIT look-up by the PM module 130 can include two core
functions. The first function is to create new clones of the
parent message packet if needed and can be referred to as
createNewClones. The second function can be referred to as
processCurrentClone and is to determine whether a clone
message packet C, arriving at the bottom of a long queue of
the assigned transceiver, should be left unchanged, should
have the list of targets of the clone updated, or should be
dropped from the queue and not transmitted. The JIT process
may create a new clone message for every change that devel-
ops forthe clone transmission (e.g., a change to one or both of
the link profile solution set and the set of target nodes), and
may drop any clones that are made obsolete by newly created
clones, by changes to the link profile solution set S fora clone,
or by changes in transceiver assignment.

When the clone C reaches the end of the transceiver queue,
the JIT process requests an updated solution set S from the
NbrCvr process for the original parent message packet. Next,
the JIT process considers whether new clones are needed to
reach the targets of the original message packet.

The Appendix includes a pseudo-code of an example of an
algorithm for createNewClones, in the example, the JIT pro-
cess iterates through every item in the link profile solution set
(ssi) and checks whether each combination of targets and link
profiles has already been “done” or is already pending on the
correct transceiver. A combination of target node(s) and link
profile LPj can be considered done if a multicast message
clone has already been sent on LPj. If the combination is not
done, it creates a new message packet clone destined for the
link profile and target node(s) of ssi, those target nodes that
have already been reached or done are removed. Any message
packet clone created may then be placed or enqueued on a
long transceiver queue in the manner previously described
herein.

The Appendix also includes pseudo-code of an example of
an algorithm for processCurrentClone. Note that the func-
tions called within the pseudo-code examples for createNew-
Clones and processCurrentClone can understand (e.g.,
receive an indication for) the distinctions between a multicast
or a unicast message packet, or between a multicast or a
unicast link profile solution set item and return the correct
result.

Any clone being dequeued from the long transceiver queue
(e.g., by reaching the end of the queue) can spawn new clones
if a change in the link profile solution set requires one or more
new clones; the clone being dequeued is then processed by the
JIT process of the PM module 130.

In the pseudo-code example of processCurrentClone, it is
determined whether the link profile and target node(s) for the
clone have already been covered (e.g. a broadcast clone trans-
mitted on the same link profile is enough to establish cover-
age), the link profile is excluded from the updated link profile
solution set S, or if the dequeued clone itself is in a queue for
an incorrect transceiver. If one or more of these conditions
apply, the clone C can be simply dropped; its target node(s)
covered by another pending or previously sent clone. Ifany of
the conditions do not apply, the target node(s) for the clone C
are updated using the latest link profile solution set S which
has the targets already covered removed. The clone C may be
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dropped one last time if it has no target node to reach. Oth-
erwise, transmission is initiated when the clone is moved to
the short queue of the transceiver if the short queue is not full.
If the short queue is full, the clone C remains at the bottom or
end of the long queue.

3) JIT Queue Processing:

The PM module 130 may perform JIT look-up for every
clone arriving at the bottom of a long transceiver queue. FIG.
4 shows an example of clone creation and processing. In the
example, a parent message packet 455 has six multicast target
nodes {Ng, N;,N,, N;, N, N, }. To reach the target nodes, the
message packet is cloned into one multicast message packet
to reach target nodes {N,,, N;, N, } and three unicast clones to
reach the other target nodes. In the example, the message
packets are enqueued using both long queues 460 and short
queues of the transceivers. A message packet is moved from
along queue to a short queue if the link profile solution set for
the clone is still valid when the clone reaches the end of the
long queue. When a message packet enters a short queue it is
transmitted when it reaches the end of the short queue without
a link profile solution set being updated. When a message
packet reaches the end of a short queue it is transmitted by the
Access module 135 via the communication channel assigned
to the transceiver.

In the example of the Figure, the multicast message M{N,,
N,, N,} is placed in the long queue of transceiver X, a first
unicast message U{N,} is placed in the long queue of trans-
ceiver X, and two additional unicast messages U{N,, N}
are placed into the long queue of transceiver X,. No message
packet clone is paced in the long queue for transceiver X,.
Assume that soon after the messages are enqueued, a change
in the network neighborhood to network node 100 causes the
link profile solution set for the parent message packet 455 to
change.

The message packet clones in the long queues may be
processed in order (e.g., X,—=X,—=X,—=X;). JIT look-up
processes the clone in the long queue of transceiver X,,. The
JIT process creates a new clone in response to the network
change and the new clone is enqueued at the bottom of the
long queue of transceiver X,. The order of the queuing can be
determined using an enqueue mechanism as described below.
The clone in transceiver X, can be dropped. The JIT process
then processes the message packet at the end of transceiver
X,. The short queue of X, is full, so the message packet
remains at the bottom or end of the long queue. The JIT
process then processes the message packet at the end of
transceiver X,, and moves the newly created clone at the
bottom of the long queue to the short queue. The JIT process
may then move through the long queues again because a clone
has been created (the new clone was allowed to move to the
short queues) or a clone has been dropped (the deleted or
dropped clone has freed a spot on the long queues). The JIT
process may continue to process the transceiver queues in
order until no clones are dropped or added.

4) Enqueue Mechanism:

The JIT process enqueues a new clone at a queue position
that reflects the time a message has already spent in the long
queue. If a newly created clone were merely placed at the top
of'the long queue, it would put the parent message packet 455
at a disadvantage and force all new clones to wait through the
long queue a second or third time. Instead, the PM module
130 may use a time-stamping mechanism to manage clone
order along its queues. Long queues can be ordered by a
monotonically increasing time-stamp such that a clone with a
new time-stamp cannot precede an older one. Clones may be
enqueued with a unique time-stamp and are placed in the
queues in order of time-stamp, and not in order of time-of-
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enqueue. Parent packets can be given a time-stamp or
assigned a range of time-stamps to be allocated to all of its
clones. This ensures that every time a clone is created, it is
enqueued on the long queue ahead of clones with a parent
packet that came after (e.g., a younger parent packet). Within
the assigned time-stamp range of the same parent packet, the
clones of the same parent can be ordered according to time of
creation.

Multi-Rate Systems

The network may use concurrent multiple data rates. A
transceiver can allocate only one frequency at a time, but it
may have more than one data rate at a time. The network node
100 can maintain Low-Data-Rate (LDR) links because they
have a significantly greater range than High-Data-Rate
(HDR) links, which is useful in networks with military appli-
cations. However, sending at LDR occupies the communica-
tion channel for much more time than at HDR. In itself, the
maintenance of neighbor nodes on LDR links can damage the
ability of large networks to fulfill their role or to even stay up.

Although the methods and example are described herein
mostly in terms of multi-frequency systems, the NbrCvr pro-
cess and JIT process can work equally well in multi-rate
network environments. The NbrCvr process can easily be
extended to support multiple data rates by placing LDR link
profiles in separate sections and moving them to the higher
cost section (e.g., the bottom) of the Cost Table. This means
that LDR link profiles are the last to be considered by the
NbrCvr greedy coverage algorithm. The NbrCvr process can
define the following sections (shown here for the case of two
data rates), in the following default order:

0: HDR, Non-Blanket

1: HDR, Blanket

2: LDR, Non-Blanket

3: LDR, Blanket
The section order can be modified through modification of
one or both of the LM module 125 and the PM module 130.

The JIT process works regardless of multiple data rates
because it functions using link profiles determined by the
NbrCvr process that already discriminates between multiple
data rates on the same channel frequency. As an example,
assume that a neighbor node target is visible to the network
node 100 on both HDR links and LDR links, but the neighbor
node is moving away from the network node 100. The change
in distance between the nodes may cause the HDR links to
disappear. When the HDR links disappear, the JIT process
causes a new link profile solution set to be created. The new
link profile solution set only includes LLDR link profiles and
the JIT process creates clones only for LDR links and any
remaining HDR clones are dropped. Thus, the JIT process
provides for seamless HDR-to-LDR and LDR-to-HDR tran-
sitions.

Methods

FIG. 5 is a flow diagram of a method 500 of operating a
communication network that includes multi-transceiver net-
work nodes. At block 505, a link profile solution set is pro-
duced for multicasting of a message packet from a network
node of a communications network. A link profile is associ-
ated with a communication link available to the network node
and the link profile indicates link characteristics of the com-
munication link. The interface for the node can be determined
by link maintenance using one or both of heartbeat messages
and hello messages.

The link profile solution set includes a set of link profiles
corresponding to a set of communication links that maximize
coverage of the network target nodes of the multicast message
packet. The network node includes a plurality of transceivers,
and the target nodes for the message packet may be identified
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in a message packet previously received by the network node.
In certain examples, the network node targets are for broad-
casting the message packet. In certain examples, the network
node targets are for unicasting the message packet.

The link profile solution set can be determined according to
link profile cost using a greedy algorithm particularized for
one or both of a multi-frequency and multi-data rate network.
Lower cost can be accorded to a communication link with a
higher data rate even though the link may not provide com-
plete coverage to the target nodes. The link profiles of the link
profile solution set are mapped to at least a portion of the
plurality of transceivers. The transceivers can be assigned to
communication links by packet maintenance.

At block 510, a first message clone of the message packet
is placed in a transceiver priority queue for transmission to
one or more of the network target nodes. The transceiver is
assigned or mapped to a link profile of the link profile solution
set. The queue may be a first queue of multiple priority queues
of the assigned transceiver. In certain examples, the trans-
ceiver includes two queues: a long queue and a short queue,
and the message clone can be placed in the long queue.

At block 515, the link profile solution set is updated when
the first message clone reaches the end of the transceiver
queue. At block 520, transmission of the first message clone
may be initiated or the first message clone may be dropped
from the queue according to the updated link profile solution
set. The updated solution set may cause new clones to be
created to meet new targets determined according to the
updated link profile solution set. Transmission of the first
message clone can be initiated by moving the message clone
to a second priority queue of the transceiver.

The network node may be part of a portable wireless com-
munication device, such as a personal digital assistant (PDA),
a laptop or portable computer with wireless communication
capability, aweb tablet, a wireless telephone, a wireless head-
set, a pager, an instant messaging device, a digital camera, an
access point, a television, a medical device (e.g., a heart rate
monitor, a blood pressure monitor, etc.), or other device that
may receive and/or transmit information wirelessly. Multiple
portable communication devices may be implantable into a
network having a military application.

In some embodiments, the portable wireless communica-
tion device may include one or more of a keyboard, a display,
a non-volatile memory port, multiple antennas, a graphics
processor, an application processor, speakers, and other
mobile device elements. The display may be an LCD screen
including a touch screen.

In some embodiments, the network node may be a com-
munication node for a wired communication system. The
wired system can include multiple differentiable communi-
cation links between nodes that make use of multiple wired
transceivers. Transmitting messages using different commu-
nication links may be associated with different costs.

The embodiments described herein may be implemented in
one or a combination of hardware, firmware and software.
Embodiments may also be implemented as instructions
stored on a computer-readable storage device, which may be
read and executed by at least one processor to perform the
operations described. A computer-readable storage device
may include any non-transitory mechanism for storing infor-
mation in a form readable by a machine (e.g., a computer).
For example, a computer-readable storage device may
include read-only memory (ROM), random-access memory
(RAM), magnetic disk storage media, optical storage media,
flash-memory devices, and other storage devices and media.
In some embodiments, system 100 may include one or more
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processors and may be configured with instructions stored on
a computer-readable storage device.

The Abstract is provided to comply with 37 C.F.R. Section
1.72(b) requiring an abstract that will allow the reader to
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-continued

/*... but on different transceiver*/
/*Remove targets that are already done™*/
targetList = computeTargList(targets);

ascert.aln the.nature and gist of the techplcgl disclosure. Itis 5 if targlList = @; then
submitted with the understanding that it will not be used to /¥ This solSet itemn needs new clone®/
limit or interpret the scope or meaning of the claims. The if newCl = createNewClone(targList) then
. . . . . * *
following claims are hereby incorporated into the detailed /* Clone created, enqueue®/
L . . . . enqueueOnLongQueue(newCl);
description, with each claim standing on its own as a separate clse
embodiment. 10 /*Clone creation failed*/
handleXmitResult(FAIL);
APPENDIX until no more targets on ssi
processCurrentClone(clone, solSet);
NbrCvr Algorithm Pseudo-Code Example
15 .
JIT Algorithm Pseudo-Code Example
nbCvrGreedy(targets): Processing Current Clones
currentSection = 1;
IpId = 0; numCvdTargets = 0;
solSet = &J; costTable = O; 20
/*Fill cost table*/
costTable = fillCostTable(targets); prf)ceSsCurrentClone(clone, solSet):
while ((numCvdTargets < numTargets) and if isDone(clonetlpId, clone—targets) then
(currentSection < numSections)) do /*Clone is already done*/
if newSection then dropPacket(clone);
/*This is a new section*/ 25 return
currentSection++; if lisStilllnSolSet(clone, solSet) then
/*Order the section®/ /*Clone is no longer in sol set*/
quickSort(costTable, currentSection); dropPacket(clone);
/*Find the next Ip*/; return
Ipld = nextLp(costTable, currentSection); itemInSolSet = getMatchingltemInSolSet(clone, solSet);
if lisNeeded(solSet, IpId)) then 30 itemInSolSetXcvrld = IpToXcevrld(itemInSolSet);
/*This Ip brings no new coverage®/ ; if itemInSolSetXcvrld == [pToXcvrId(clone) then
continue; /*Clone’s IpId has moved to other transceiver®/
if lisSolSetRedundant(solSet, [pId) then dropPacket(clone);
/*This lp brings no new coverage®/ ; return
solSet = @; /*Remove targets that are already done™*/
insertLp(solSet, IpId); targList = computeTargList(clone—targets);
numCvdTargets = findNumCvd Targets(solSet); 35 if nhList == &J; then
/*Check all Ips in solSet are still needed®/ ; /*Clone’s targets already done®/
for ssLpld in solSet do dropPacket(clone);
if lisNeeded(removeLp(solSet, ssLpId), ssLpld) then return
/*1p is redundant, remove*/ ; /*Copy over new targets™/
solSet = removeLp(solSet, ssLpld); clone!targets = itemInSolSet—targets;
40
. What is claimed is:
JIT Algorithm Pseudo-Code Example 1. A network node comprising:
New Clone Creati a plurality of wireless transceivers configured to commu-
ew tlone Lreation 45 nicate concurrently using multiple frequencies, wherein
the transceivers include transceiver queues dedicated to
atransceiver and configured to store message packets for
/*clone: Current clone on which JIT is performing look-up transmlss%on u51.ng the transceiver; and
solSet: Solution set returned by NbrCvr*/ a cont.roller lnChldlng: .
createNewClones(clone, solSet): 50 arouting module configured to determine network routes
targets = O; for multicasting a message packet from the network
/*Explore the sol set for new clones*/ d Kk des: and
for ssi in solSet do node to network target nodes; an
IpId = ssi —IpId; a packet management module configured to:
/*Explore every nexthop of this solSet item*/ produce a link profile solution set for multicasting of a
repea/t* this link orofile: all 55 message packet from the network node to next-hop
Get target(s) on this link profile: all targets node destinations of the network routes, wherein a
for multicast ssi, one at a time for unicast®/ R . X X A X
targets = getNextHop(ssi, targets); link profile is associated with a communication link
if isDone(Ipld, targets) then available to the network node and indicates link char-
/*This solSet item already done™/ acteristics of the communication link, and wherein
continue; . . . .
if isPending(IpId, targets) then 60 the link profile soh.mon set 1ngludes a set Qf l%nk
/*This solSet item already pending...*/ profiles corresponding to multiple communication
¢l = getPendingClone(Ipld, targets); links assigned to multiple transceivers of the network
xevrld = getCloneXevrld(cl); node that maximize coverage of the network target
newXcvrld = IpToXcvrId(Ipld); . R K
. nodes using the next-hop node destinations;
if newXcvrld == xcvrld then N )
/% on same transceiver®/ 65 place clones of the message packet in a plurality of

continue;

transceiver queues for transmission by multiple trans-
ceivers of the network node using a plurality of trans-
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mission modes, including to place a first message
clone of the message packet in a transceiver queue for
transmission to one or more of the network target
nodes, wherein the transceiver is assigned to a link
profile of the link profile solution set;

update the clones of the message packet in the trans-
ceiver queues in response to an update of the link
profile solution set;

update the link profile solution set when the first mes-
sage clone reaches the end of the transceiver queue;
and

initiate transmission of the first message clone or drop
the first message clone according to the updated link
profile solution set.

2. The network node of claim 1, wherein the packet man-
agement module is configured to:

drop the first message clone from the transceiver queue

when at least one of the message clone has already been
sent as broadcast using the link profile, the link profile
assigned to the transceiver is excluded from the updated
link profile solution set, the first message clone is in a
queue for an incorrect transceiver, or the message packet
has been transmitted to all of the target nodes; and
initiate transmission of the first message clone otherwise.

3. The network node of claim 1, wherein the packet man-
agement module is configured to:

place a plurality of message clones in one or more trans-

ceiver queues for transmission to a set of network target
nodes; and

create a new message clone when there is a change to the

link profile solution set and a change to the set of net-
work target nodes due to transmission of at least a por-
tion of the plurality of message clones.

4. The network node of claim 1, wherein the packet man-
agement module is configured to, in response to the updated
link profile solution set including a new link profile and target
node combination,

remove a message clone from the transceiver queues and

create a new message clone of the message packet and
place the new message clone in a queue for a transceiver
assigned to the new link profile.

5. The network node of claim 4, wherein the packet man-
agement module is configured to:

assign a timestamp to a messages when the message is

placed in a transceiver queue;

initiate transmission of messages in a transceiver queue in

an order determined according to message timestamps;
assign a first timestamp to the first message clone when itis
placed in the transceiver queue; and

assign a next available timestamp to the new message clone

when it is placed in the queue for the transceiver
assigned to the new link profile.

6. The network node of claim 1,

wherein the first message clone is a message broadcast

clone, and

wherein the packet management module is configured to:

update a list of network target nodes to remove network
target nodes from the list that the message packet has
reached;

determine the link solution set using link profiles of
communication links currently available to the net-
work node and the list of network target nodes; and

remove any link profiles from the link profile solution set
that correspond to a communication link that trans-
mitted the message broadcast clone.
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7. The network node of claim 1,
wherein a transceiver includes a first-level transceiver
queue and a second-level transceiver queue,
wherein the packet management module is configured to:
place the first message clone in the first-level queue of
the transceiver; and

initiate transmission of the first message clone by plac-
ing the first message clone in the second-level queue
of the transceiver, and
wherein the transceiver is configured to transmit the first
message clone when the first message clone reaches the
end of the second-level transceiver queue.
8. The network node of claim 1,
wherein a link profile indicates a communication link fre-
quency, target node coverage by the communication
link, and a data rate of the communication link,
wherein the controller includes a link management module
configured to determine a link profile cost using the
target node coverage and the data rate, wherein a higher
link profile cost indicates a less desirable link profile for
transmitting the message packet, and
wherein the packet management module is configured to
determine a link profile solution set according to cost of
the link profiles.
9. The network node of claim 1, wherein the packet man-
agement module is configured to form the first message clone
as a multicast message clone of the message packet.
10. The network node of claim 1, wherein the packet man-
agement module is configured to form the first message clone
as a unicast message clone of the message packet.
11. A system comprising:
a communication network including a first network node
and a plurality of nodes that neighbor the first network
node, wherein the first network node includes:
a plurality of wireless transceivers configured to commu-
nicate concurrently using multiple frequencies, wherein
the transceivers include transceiver queues dedicated to
atransceiver and configured to store message packets for
transmission using the transceiver; and
a controller including:
a routing module configured to determine network routes
for multicasting a message packet from the network
node to network target nodes; and
a packet management module configured to:
produce a link profile solution set for multicasting of a
message packet from the network node to next-hop
node destinations of the network routes, wherein a
link profile is associated with a communication link
available to the network node and indicates link char-
acteristics of the communication link, and wherein
the link profile solution set includes a set of link
profiles corresponding to multiple communication
links assigned to multiple transceivers of the network
node that maximize coverage of the network target
nodes using the next-hop node destinations;

place clones of the message packet in a plurality of
transceiver queues for transmission by multiple trans-
ceivers of the network node using a plurality of trans-
mission modes, including to place a first message
clone of the message packet in a transceiver queue for
transmission to one or more of the network target
nodes, wherein the transceiver is assigned to a link
profile of the link profile solution set;

update the clones of the message packet in the trans-
ceiver queues in response to an update of the link
profile solution set;
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update the link profile solution set when the first mes-
sage clone reaches the end of the transceiver queue;
and
initiate transmission of the first message clone or drop
the first message clone according to the updated link
profile solution set.
12. The system of claim 11, wherein the packet manage-
ment module is configured to:
drop the first message clone from the transceiver queue
when at least one of the message clone has already been
sent using broadcast on the link profile, the link profile
assigned to the transceiver is excluded from the updated
link profile solution set, the first message clone is in a
queue for an incorrect transceiver, or the message packet
has been transmitted to all of the target neighbor nodes;
and
initiate transmission of the first message clone otherwise.
13. The system of claim 11, wherein the packet manage-
ment module is configured to:
create a new message clone of the message packet when the
updated link profile solution set includes a new link
profile and target neighbor node combination; and
place the new message clone in a queue for a transceiver
assigned to the new link profile.
14. A method comprising:
determining network routes for multicasting a message
packet from a network node to network target nodes of a
wireless communication network, wherein the network
node includes a plurality of transceivers configured to
communicate concurrently using multiple frequencies;
producing a link profile solution set for multicasting of a
message packet from the network node to next-hop node
destinations of the network routes, wherein a link profile
is associated with a communication link available to the
network node and indicates link characteristics of the
communication link, and wherein the link profile solu-
tion set includes a set of link profiles corresponding to
multiple communication links assigned to multiple
transceivers of the network node that maximize cover-
age of the network target nodes using the next-hop node
destinations;
placing clones of the message packet in a plurality of
transceiver queues for transmission by the plurality of
transceivers of the network node using a plurality of
transmission modes, including placing a first message
clone of the message packet in a transceiver queue for
transmission to one or more of the network target nodes,
wherein the transceiver is assigned to a link profile of the
link profile solution set;
updating the clones of the message packet in the plurality
of transceiver queues in response to a change of the link
profile solution set;
updating the link profile solution set when the first message
clone reaches the end of the transceiver queue; and
initiating transmission of the first message clone or drop-
ping the first message clone according to the updated
link profile solution set.
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15. The method of claim 14, wherein initiating transmis-
sion or dropping the first message clone includes:
dropping the first message clone from the transceiver
queue when at least one of the message clone has already
been sent as broadcast using the link profile, the link
profile assigned to the transceiver is excluded from the
updated link profile solution set, the first message clone
is in a queue for an incorrect transceiver, or the message
packet has been transmit to all of the target nodes; and

initiating transmission of the first message clone other-
wise.
16. The method of claim 14, wherein placing a first mes-
sage clone in a transceiver queue includes placing a plurality
of message clones in one or more transceiver queues for
transmission to a set of network target nodes; and wherein the
method includes removing at least one message clone from
the one or more transceiver queues and creating a new mes-
sage clone when there is a change to the link profile solution
set and a change to the set of network target nodes due to
transmission of at least a portion of the plurality of message
clones.
17. The method of claim 14, including:
removing a message clone from the transceiver queues and
creating a new message clone of the message packet
when the updated link profile solution set includes a new
link profile and target node combination, and when the
network target nodes have not been covered; and

placing the new message clone in a queue for a transceiver
assigned to the new link profile.
18. The method of claim 17, wherein placing the first
message clone in the transceiver queue includes assigning a
range of timestamps to message clones, and wherein the new
message clone is assigned a timestamp within the assigned
range, and wherein an order of transmission of messages in
the transceiver queue is determined according to timestamps
of the messages.
19. The method of claim 14, wherein updating the link
profile solution set includes:
updating the network target nodes to remove any network
target nodes that the message packet has reached;

determining the updated link profile solution set using link
profiles of communication links currently available to
the network node, originating node and remaining target
nodes; and
removing any link profiles from the link profile solution set
that correspond to a communication link that transmitted
a broadcast clone.

20. The method of claim 14,

wherein placing a first message clone of the message
packet in a transceiver queue includes placing the first
message clone in a first-level queue of the transceiver,
and

wherein initiating transmission of the first message clone

includes placing the first message clone in a second-
level queue of the transceiver and transmitting the first
message clone when the first message clone reaches the
end of the second-level transceiver queue.
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